


w ) S A N DS WD W
i v )
O O ML N0 MO W










TAN CONG

TREN MO HINH NHAN DIEN VAT THE




Muc luc '

\ 2 <
\ [\ 2. Tong quan phudng phap
\ ® 70 [N - ” ~ - @ \ . A
[% 1. Gigi thieu va ly do chon de tai | § tsn céng TOG )
i\ , ( j , ) (

S IVIIIIIT

L

3. Chuan bi nghién cdu ) l 4. Két qua nghién cdu

////////L
N
N
S

Z
7/

////////L
N
N
I

Z
7

S IVIIIIIT

5. Giai phap phong thu va
khac phuc diém yéu /

Z
/

A
////////L
N
N




Our team

TOG-mislabeling

Nguyén Khoi Minh Buc
(mentor) (refrigerator)



Our team

Hoai Thuong

Binh Minh Quang Huy




BENIGN (tog_vanishing)
Objects: 1

Person: B1%
Ferson: Y9% -

Chair: 62% "H Pnrsnm_zﬁﬂ

Lz ey b,

-— u:b'n
E'sa o e
[!mmg table: 57%




Pam bao An toan cho Phat hién "diém Xu hudéng Al
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Cac loai tan cong

BLACK BOX WHITE BOX
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TOG (Targeted Objectness
Gradient): Phuong thuic tao nhieu
doi khang chuyén biét nham qua
mat cac bo phat hién doéi tuong.



benign (No Attack) TOG-vanishing i ten TOG-mislabeling




Ham Loss trong md hinh nhan dién vat thé

Total Loss = Apox - L0SShox + Acls - Li0SSc1s + Aob; - LoSSeb;

Sai so vij tri kich &

thudc khung bao Sali ?5 phan loai |C'5|.D.Vét saAi <5 ?6 tin Cé}/ 5
thé (Class probability) vat thé hay khéng
(Objectness score)

|
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(Bounding box)
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Phuong phap t6i uu ham Loss: |

Gradient Descent/Backpropagation
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Phuong phap tan cong =
Vanishing attack: Fabrication attack: |
e Target: lam mat hét nhan dan - object_score e Target: lam xuat hién vé s6 nhan dan -

cuamoi6=0 object_score cua moi 6 =1

0 0
0 0
0 0




Phuong phap tan cong

Mislabeling attack:

e Muc tiéu cot 16i: Thay doi nhan phan loai
cla vat thé, nhung khoa chat vi tri khung
gidi han (Bounding Box).

e« Ban chat: Tan cong c6 chu dich (Targeted
Attack).

e Thach thuc thuat toan: Phai danh lua I8p
phan loai (Classifier) ma khéng lam hong
I8p dinh vi (Regressor) cua moé hinh nhan
dién vat thé.

TOG-mislabeling




Phucdng phap tan cong

o
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Untargeted attack:

e Muc tiéu cét 16i: Pha hong hoan toan két qua
nhan dién ban dau bang bat cu gia nao.

o Két qua chap nhan dudc: Vat thé bi sai vi tri,
bién mat, hoac bién thanh nhan khac (Bat
dinh).

« Ban chat: Tan cong pha hoai dién rong,
khéng can dich dén cu the.
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Chuan bi nghién clu

1.Lua chon mo hinh nan nhan
2.Lua chon bo dir lieu danh gia (dataset)
3. Cac chi sb danh gia (metrics)




Chuan bi nghién cuu |

Lua chon mo hinh: YoloV3

YOLO (You Only Look Once) la mot
thuat toan/mo hinh hoc sau pho bién
dudc sU dung rong rai trong bai toan

nhan dién doi tuong (Object Detection),
gilp May tinh tra I18i déng thdi 2 cau hoi
cot [0i trong buc anh




Chu

Darknet53

" -

Size: 256 x 256 x 3

3x3 cony, 32, /1
3x3 conv, 64, /2
Residual Block(32, 64)
3x3 conv, 128, /2
Residual Block(64, 128) x 2
3x3 cony, 256, /2
Residual Block(128, 256) x 8
3x3 cony, 512, /2
Residual Block(256, 512) x 8
3x3 conv, 1024, /2
Residual Block(512, 1024) x 4

Global Avg Pool

1x1 conv, '1000,_ /1

Softmax

,
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an bi nghién ctu

Mang Darknet-53

SU dung cac I8p Convolution1x1va3x 3
két hdp Residual Blocks giup trich xuat dac
o trung sau ma khdéng bi mat théng tin.
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Phat hién da ty Ié (Multi-scale)

DU doan doi tugng 3 3 kich thudc ludi khac
Nnhau

(13 x 13, 26 X 26, 52 x 52) giup nhan dién tot ca
vat thé nho.
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Dataset

e Tap dU liéu gbc: MS COCO
2017 (Validation Set)
e Benchmark tiéu chuan quoc

té cho bai todn Object
Detection (5,000 anh, 80 I8p

vat thé).
. e Tap dU lieu thuc nghiém:
. Chon 100 3nh ngau nhién
. (2% tap Val).
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Chuan bi nghién cuu
Metrics

MAP (Mean Average Precision) :
ducc dung dé danh gia hiéu nang

tong thé cda cdc mo hinh (YOLO).
MAP cang cao, mo hinh YOLO
nhan dién cang chuan xac.




Chuan bi nghién clu
Metrics

Cong thuc:

1 k
Trong d6 : 2

N : tong so class (vi du : class meéo, cho, ...)

APi : Diém hiéu nang cua riéng cua class i.




Chuan bi nghién cuu
Metrics

ASR (Attack Success Rate) : Ty |1é tan
cong thanh cong. ASR do ludng
phan tram so6 object bi lam nhieu

thanh cong tai mo hinh YOLO. ASR
cang cao, thuat toan tan cong YOLO
cang hiéu qua.




Chuan bi nghién cuu
Metrics

Cong thuc:

N
SUCCESS < 100%
N total

Trong do :

e N total : Tong s6 doéi tugng dudc dua vao
thd nghiém tan cong.

N success : SO doi tuosng ma dau ra cua
YOLO thoa man chinh xac tiéu chuan pha
hoai cua ké tan cong.




Chuan bi nghién cuu

Metrics

PSNR (Peak Signal-to-Noise Ratio) : Ty sO tin hiéu cuc dai trén nhiéu. Dung dé
danh gia chat lucgng hinh anh sau khi thém nhieu tan céng vao
PSNR cang cao chUng td anh bi bién doi cang it (cang khé nhan biét bang
mat thudng).

Cong thuc :

MAX?
MSE

PSNR — ]_O ‘ 10g10




Chuan bi nghién clu

Metrics
MAX?

Trong do:

M A X ; : Gia tri pixel téi da cla anh, vdi anh mau 8-bit thong thusna\l A X7 = 255

.. . 12
MSE = (2, 5) — K(1, )]
m-n “ :
. 1=0 3=0
. Mean Squared Error : Sai s6 toan phuodng trung binh gitfa anh goc I va anh
. da bj bién doi K cé kich thudc m x n.

¥




Ty lé tan cong thanh cong ASR (%)
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Két qua nghién clu

(PSNR) cang giam.
Pinh hudéng 1: Anh huéng cta Bién do nhiéu (¢) dén ASR va PSNR
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Bien do nhiéu (g)

Bién dd nhiéu € cang I8n, ti |1é tan céng thanh cdng (ASR) cang cao nhung chat lueng anh
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Chat luong anh PSNR (dB)

- 30.0

-27.5

Két qua: Biém can bang (Trade-off) la ngudng bién dé nhieéu € ma 3 do
ASR du cao (* 95%) nhung PSNR van gitt dudc muc chat lusgng anh cha

Nnhan dugc - € = 8/255




Két qua nghién clu |

Tang sé buédc 1ap N giup tdng ASR nhung ton thdi gian tinh toan cho moi =
frame.
Pinh huéng 2: Téc dd hoi tu ASR va Thai gian thuc thi theo S6 budc lap N
100 A —— % hd -
)
§ 80 - o
4 ; -
E" 60 - l .E
1§ ' ;
Y A o
£ 404 "
- = Q
@ : -
+ " ~= ASR (%) °
o R ‘4 Thoigian(s) | "
. =1 = s = S
. So buoc lap (N)
. ->Keét qua: SO budc lap N tdi uu dé vua dat ASR cao vua tiét kiém thdi gian tinh toan

(tranh [ap thua) - N =10




Két qua nghién cdu |

So sanh So ké 4 Phuong phap TOG .
So sanh tog_vanishing, tog_fabrication, tog_mislabeling, va tog_untargeted trong cung diéu kién € = 8/255, .
N =10. Pinh hudng 3: So sianh chi tiét 4 Phuong phap Tan céng TOG

Ty lé thanh cong ASR (%) - Cang cao cang tét Do suy giam AmAP@50 - Cang cao cang tét
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. Két qua: Trong 4 phuadng phap TOG, TOG-Vanishing dat hiéu qua pha hoai manh nhat (ASR ~100%,
AMAP@50 ~0.8) va toi uu thdi gian nhat (~0.47s), trong khi tat ca phudng phap déu duy tri kha nang tang
hinh thi gidc dong nhat (PSNR ~34 dB).
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Ket qua nghien cuu |
Pé nhay tan céng theo Kich thudc vat thé (Object Size) .

Panh gia xem nhém vat thé Small (<322 px), Medium, hay Large (>962 px) bi bién mat de nhat dudi tac .
dong cua TOG-vanishing.

Pinh hudng 4: P6 nhay Tan cong TOG-Vanishing theo Kich thudc Vat thé
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G_
small (<322px) Medium (322-962px) Large (>962px)
. Quy mé kich thudc vat thé (COCO Standard)
. Két qua: Tan cong TOG-Vanishing nguy hiém trén moi quy mo kich thudc, trong dé cac
. doi tusng Nho (nhu bién bdo giao thong xa, ngudi di bd xa) 1a nhdm dé bi bién mat

nhat.




Két qua nghién clu

TOG-vanishing

TOG-mislabeling (Most-Likely) TOG-mislabeling (Least-Likely)




Giai phap phong thu & Khac phuc diém yéu

1. Huan luyén déi khang
(Adversarial Training)

2. Tién xtr ly & Loc nhiéu dau vao
(Input Preprocessing)

3. Trich xuat dac trwng khang nhiéu
. (Feature Denoising)
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=> dac biét nguy hiém véi xe tw lai: cac bién bao giao thong & xa hoac ngudi di bd &
khoang cach xa (hién thij kich thuwdc nhé trén camera) sé la nhirng déi tuwong bi bién
mat dau tién
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4 loai phuong phap tan cong

Vanishing attack: lam mat hét nhan dan

target cla mo hinh nay sé quy vé mo hinh gom moi 6 déu coé object
score =0

- khi moi 6 tién t8i O (va bé han ngudng threshold) thi object score cé
|& sé dugc gan = 0 thi bounding box cla 6 day sé bi mat di

Fabrication attack: Tao thém nhiéu nhan nhiéu dé mé hinh NMS (hon-maximum suppression) bi
qua tai

vay NMS la gi?
target cla mo hinh nay sé quy vé md hinh gom moi & déu co6 object score =1

-~ khi moi 6 tién tdi 1 (va vust qua ngudng threshold) thi sé cé gia tri nhan madi xuat hién, vay vdi moi 6
bounding box thi nhan dugc lay tU dau ra?

tai sao né dat hiéu qua cao




benign (No Attack) TOG-untargeted OG-mislabeling

TOG-vanishing

benign (No Attack)




4 loai phuong phap tan cong

GIONG NHAU:

Piém chung: dung phuong phap gradient descent dé t6i uu ham Loss
Ham Loss tap trung vao viéc toi uu object_score gilia (target_image) va (adversarial_image)

bounding box: gbm X, Y, W, H
X, Y:tdm cua center va ndé thudng nam trong vat
W: width, H: height (kich thudc cda bounding box) ? Vay bounding box la gi? Khung nao?

Glai thich sdu han vé qua trinh nhan dién:
O. isValidate value, dnh c6 du cac théng so;
1.Khd3i tao anh nhiéu
2.Tan cong:
a.gradient = compute_object_...(adv_img)
di sau hdn vao ham compute;
aa: tao ra target vai full object_score = O;
ab: théng qua lan truyén ngugc, tinh todn gradient cho tUng pixel: trong nay cé dao ham loss / dao ham
gradient
ac: trd vé ham gradient thoa man;’
b. adv_img = adv_img - np.sign(gradient) * step_size // tai sao * step_size
biét 1a ham di xudng nhu ma ca ché hoat ddng nhu nay la sao
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2. Gijéi thiéu mo hinh YOLOV3

Dinh nghia:
YOLO(You Only Look Once) la mot thuat

toan/moé hinh hoc sdu phdé bién dudc su .
dung rong rai trong bai todn nhan dién doi
tudng (Object Detection), gidp may tinh tra 4

|I3i dong thdi 2 cau hoi cot 16i trong buc anh:
e C6 cdigi?(Phan loai doi tugng - Class)
e Nam 3 dau?(Xac dinh toa do - Bounding
Box
Cd ché One-pass (Real-time):
e DU doan Bounding Box va Class cung
Mot [Uc chiqua 11an duyét anh.

Hinh anh minh hoa nang cao: Nhan dién nhiéu vat t

Véq_—td pauRa Véc-tobauRa
(O Ludi 4)
oy

0.66

(0 Ludi 1)

0.75
0.98
0.39
0.53
0.66

0.72

chi tiet va Vec-to Dau Ra twong wng.

Pcl 107
by ?
by ?
by ?
by )
€1 7
Ca ?
by, ?
T
?

12

Is there an object?

Bounding box

Class labels




VU tai nan cua Joshua Brown nam 2016 [a minh ching
r& nhat vé viéc nhiéu thj giac (vision noise) trén
camera khién Al nhan dién sai va gay chét ngudgi.

e Joshua Brown bat ché doé tu lai (Autopilot) trén
chiéc Tesla Model S chay trén dudng cao toc tai
Florida. Mot chiéc xe tai I8n mau trang bat ngd ré
ngang qua 16 trinh cua Tesla.

e Than xe tai cd mau trang sang, trung hdp vai bau
tr3i phia sau lUuc dé dang bi nang gat chiéu léa
(chay sangq).

e Hé thdng camera thuan tuy (pure vision) cla Tesla
bi nhieu do d6 tusng phan bang khéng. Al hoan
toan khéng nhan dién dugc chiéc xe tai ma lam
tudng do la bau trai trong trai hoac mot bién bao
trén cao.

e Xe Tesla gili nguyén toc do, ddm thang vao gam xe
tai khién phan mui xe bi xé toac va ngudi 1ai tu
vong tai cho.

¥




2. Gijéi thiéu mo hinh YOLOV3

Cach mo hinh YOLOvV3 dudc train:

Muc tiéu: Cap nhat cac trong so (weights) cia mo hinh dé giam thiéu sai s6 gilia
du doan va thuc té
Qua trinh huan luyén mo hinh YOLOvV3
e Khdi tao trong s6 (W)
e Chia ludi
e DU dodn da thanh phan: Dua trén 3 chi s6
e TOi UU hda bang Gradient Descent:
o Ham mat mat (L)
o Cap nhat trong s6
Két qua: Qua trinh nay gidp gidm thiéu sai s, giup xac dinh chinh xac toa do
tam va kich thudc cua bounding box.



1. Li do thuc hién du an: |

1.1 Dam bao An toan cho cac hé thong thuc té: '
Hau hét cac hé théong tu dong hién dai phu thudc vao Object Detection dé dua .

ra quyét dinh trong thdi gian thuc:

VD: Xe tu lai, CCTV, y té.

1.2 Phat hién "diém mu" cua Al: Banh gid rldi ro ma cac phuong phap kiém thd

truyén théng bo sot.

1.3 Xu hudng Al Safety: Déng goép vao linh vuc bao mat Al — uu tién hang dau cua

cac tap doan cong nghé Idn.




Mislabeling attack:

e Gid nguyén khoéng gian: Ké thUa toa doé that (X, V,
w, h) va diém tin cdy (Objectness =1.0).
e Chinh sda One-Hot Vector:
o Ep gid tri nhan that vé 0.0.
o BAm gia tri nhan gia mao I1én 1.0.
e Chién lugc chon nhan gia:
o most_likely: Nhan sai cd xac suat cao thu hai
(Dé danh lba nhat).
o least_likely: Nhan sai cé xac suat thap nhat
(Khé nhat, sai Iléch ngl nghia I8n nhat).

4 loai phuong phap tan cong

Thuat toan tan cong

Untargeted attack:

e Muc tiéu ngam ban: Chinh la két qua dung ban
dau (Ground Truth).

e Thu thuat dao ngudc: Thém dau am (-) vao
trudc ham mat mat.

e CONg thuc: Loss_untargeted = - Loss(y, )

e« Nguyén ly: Cuc tieu hdéa mdt ham sé am tucng
duang vai viéc cuc dai hda dod sai léch cua ham
sO do.
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